Guidelines to change phone within the two factor authenticator.

Step 1: Log in with your e-id credentials. Click on Resend to get a new code. Once received in the

email, input it and click on Verify.

gov.mt

Two-Factor Verification e iwr

Enter the 6-digit code you received via email.

380012

i i ification code then click
Resend to get a new code.
VERIFY »

Step 2: Click on Manage Account.

gov.mt

Logged In EN | MT

Welcome,

Two-Factor Authentication Enabled

Last logged on 15/10/2019 at 09:47

CONTINUE TO TAXATION ONLINE SERVICES ¢

MANAGE ACCOUNT »

You will be automatically redirected in 5 seconds...




Step 3: Click on Turn Off Two-Factor.

Step 4: Click on Turn Off.

Manage Account EN | MT

Make your account more secure

Password
Last changed: 6 February 2019

CHANGE PASSWORD »

Two-Factor Authentication

Turned On since: 15 October 2019

TURN OFF TWO-FACTOR ¢

Authenticator App

The mobile authenticator app can be used to get
verification codes even when the phone is offline

SET UP AUTHENTICATOR APP »

CONTINUE TO SERVICE PROVIDER »

Turn Off Two-Factor EN | MT

Turning off two-factor verification will remove the
extra security on your account and you'll only use
your password to sign in.

TURN OFF »




Step 5: Click on Continue To Taxation Online Services.
gov.mt

Logged In EN | MT

Welcome,

Last logged on 15/10/2019 at 09:47

CONTINUE TO TAXATION ONLINE SERVICES ¢

MANAGE ACCOUNT »

You will be automatically redirected in 5 seconds...

Step 6: You can Change Phone by clicking on the Change Phone button.

COMMISSIONER FOR REVENUE - ONLINE SERVICES

2-STEP VERIFICATION

C m ehangephons




Guidelines to re-enable the two factor verification.

Step 1: Log in with your e-id credentials. Click on Manage Account.

gov.mt

Logged In EN | MT

Two-Factor Authentication Enabled

Last logged on 15/10/2019 at 09:47

CONTINUE TO TAXATION ONLINE SERVICES »

MANAGE ACCOUNT »

You will be automatically redirected in 5 seconds...

Step 2: Click on Turn On Two Factor.

gov.mt

Manage Account EN | MT

Make your account more secure

Password
Last changed: 6 February 2019

CHANGE PASSWORD »

Two-Factor Authentication

Turned Off

TURN ON TWO-FACTOR »

CONTINUE TO SERVICE PROVIDER »




Step 3: Click on Start.

gov.mt

Step 1 - Information EN | MT

Two-factor authentication makes your account more
secure by adding an extra layer of security. Find out
more about two-factor authentication here

After two-factor authentication has been enabled,
you will need your password and verification code to
authenticate.

Benefits of Two-Factor Verfication

Adds an extra layer of security

ﬂ Enter your password and the unique
verification code sent to your phone

Keeps the bad guys out

If someone else gets hold of your
password, it won't be enough to sign into
your account

START ¢

Step 4: Click on Next Step.

Step 2 - Confirm Email e iwr

Make your account more secure

To proceed we need to confirm your email address
which is currently set to N . Click
Next to receive a verification code.

After two-factor authentication has been enabled,
you will have the option to setup a mobile
authenticator app to get verification codes on your
mobile device.

NEXT STEP ¢

CANCEL




Step 5: Click on Resend to get a new code. Once received in the email, input it and click on Verify.

gov.mt

Step 3 - Verify Code EN | MT

Make your account more secure

We have just sent you a verification code to
.. Enter the verification code below
to confirm the email address.

Verification Code

348679

i je the yerification code then click
Resend to get a new code.

VERIFY »

Step 6: Click on Finish.

Step 4 - Turn On EN | MT

Make your account more secure

The verification code and email have been confirmed
successfully. To turn ON two-factor authentication
for your e-ID account click "Finish"

CANCEL




Step 7: Click on Set Up Authenticator App.

Manage Account EN | MT

Make your account more secure

Password
Last changed: 6 February 2019

CHANGE PASSWORD »

Two-Factor Authentication

Turned On since: 15 October 2019

TURN OFF TWO-FACTOR »

Authenticator App

The mobile authenticator app can be used to get
verification codes even when the phone is offline

SET UP AUTHENTICATOR APP »

CONTINUE TO SERVICE PROVIDER »

Step 8: Choose the type of mobile device and click on Next Step.




gov.mt

Step 1 - Select Device EN | MT

The module authenticator app can be used to get
verification codes required for authentication .

With an authenticator app. you can get verification
codes even if your maobile is not connected to a
cellular network.

What mobile device do you want to install the app
on?

0 Android
® iPhone

) Windows Phone

0 Other

NEXT STEP »

Step 9: Scan the barcode using the Google Authenticator application and click on Next Step.

Step 2 - Scan Barcode EN | MT

Set Up Authenticator App (Part 1/2)

1. Set up Authenticator app by searching for
"authenticator” in iTunes

2. Open the app you installed in Step 1

3. Pair the authenticator app with your e-ID account
by scanning the barcode below

Problem scanning the barcode ?

NEXT STEP »




Step 10: Input the e-id account code from the Google Authenticator application and click on Verify.

gov.mt

Step 3 - Confirm App EN | T

Set Up Authenticator App (Part 2 /2)

Enter the 6 digit verification code you see in the
authenticator app

Verification Code

146908

VERIFY »

Step 11: Click on Continue.

gov.mt

Step 4 - Turn On EN | MT

Set Up Authenticator App

The Authenticator app has been set up successfully.
You can now obtain verification codes using your
mobile.

Should the mobile not be available, the verification
codes can always be obtained through your email
address.

CONTINUE »




Step 12: Click on Continue To Service Provider.

Manage Account EN | MT

Make your account more secure

Password
Last changed: 6 February 2019

CHANGE PASSWORD »

Two-Factor Authentication

Turned On since: 15 October 2019

TURN OFF TWO-FACTOR »

Authenticator App

Turned On

CONTINUE TO SERVICE PROVIDER »




